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Roles and Responsibilities

The following section outlines the online safety roles and responsibilities of individuals and
groups within the school:

Governors:

Governors are responsible for the approval of the online safety policy and for reviewing the
effectiveness of the policy. This will be carried out by the Governing Body/governor’s sub-
committee receiving regular information about online safety incidents and monitoring
reports. A member of the Governing Body should take on the role of online safety governor
to include:

regular meetings with the online safety co-ordinator/officer

regular monitoring of online safety incident logs

regular monitoring of filtering change control logs (where possible)
reporting to relevant governors/sub-committee/meeting

Headteacher and senior leaders:

The headteacher has a duty of care for ensuring the safety (including online safety) of
members of the school community, though the day to day responsibility for online
safety may be delegated to the online safety co-ordinator

The headteacher and (at least) another member of the senior leadership team should be
aware of the procedures to be followed in the event of a serious online safety allegation
being made against a member of staff

The headteacher/senior leaders are responsible for ensuring that the online safety co-
ordinator and other relevant staff receive suitable training to enable them to carry out
their online safety roles and to train other colleagues, as relevant.

The headteacher/senior leaders will ensure that there is a system in place to allow for
monitoring and support of those in school who carry out the internal online safety
monitoring role. This is to provide a safety net and also support to those colleagues who
take on important monitoring roles.

The headteacher/senior leaders will receive regular monitoring reports from the online
safety co-ordinator.

Online safety co-ordinator:
The online safety co-ordinator

leads the online safety group

takes day to day responsibility for online safety issues and has a leading role in
establishing and reviewing the school online safety policies/documents

ensures that all staff are aware of the procedures that need to be followed in the event
of an online safety incident taking place.

provides (or identifies sources of) training and advice for staff



liaises with the local authority/relevant body

liaises with school technical staff

receives reports of online safety incidents and creates a log of incidents to inform future
online safety developments.

meets regularly with online safety governor to discuss current issues, review incident
logs and if possible, filtering change control logs

attends relevant meeting/sub-committee of governors

reports regularly to headteacher/senior leadership team

Network manager/technical staff:
The network manager/technical staff (or managed service provider) is responsible for
ensuring:

that the school technical infrastructure is secure and is not open to misuse or malicious
attack

that the school meets (as a minimum) the required online safety technical requirements
as identified by the local authority or other relevant body and also the online safety
policy/guidance that may apply.

that users may only access the networks and devices through a properly enforced
password protection policy, in which passwords are regularly changed

that they keep up to date with online safety technical information in order to effectively
carry out their online safety role and to inform and update others as relevant

that the use of the network/internet/learning platform/Hwb/remote access/email is
regularly monitored in order that any misuse/attempted misuse can be reported to the
headteacher/senior leader; online safety co-ordinator for investigation/action/sanction
that (if present) monitoring software/systems are implemented and updated as agreed
in school policies

that the filtering policy, is applied and updated on a regular basis and its implementation
is not the sole responsibility of any single person

Teaching and Support Staff

Are responsible for ensuring that:

they have an up to date awareness of online safety matters and of the current school
online safety policy and practices

they have read, understood and signed the staff acceptable use agreement (AUA)

they report any suspected misuse or problem to the headteacher/senior leader for
investigation/action

all digital communications with learners/parents and carers should be on a professional
level and only carried out using official school systems

Online safety issues are embedded in all aspects of the curriculum and other activities
Learners understand and follow the online safety and acceptable use agreements
learners have a good understanding of research skills and the need to avoid plagiarism
and uphold copyright regulations



they monitor the use of digital technologies, mobile devices, cameras etc., in lessons
and other school activities (where allowed) and implement current policies with regard
to these devices

in lessons where internet use is pre-planned learners should be guided to sites checked
as suitable for their use and that processes are in place for dealing with any unsuitable
material that is found in internet searches

Designated senior person
The designated senior person should be trained in online safety issues and be aware of the
potential for serious safeguarding issues to arise from:

sharing of personal data

access to illegal/inappropriate materials
inappropriate online contact with adults/strangers
potential or actual incidents of grooming
cyber-bullying

Online safety group

The online safety group provides a consultative group that has wide representation from the
school community, with responsibility for issues regarding online safety and monitoring the
online safety policy including the impact of initiatives. The group will also be responsible for
regular reporting to the Governing Body.

Members of the online safety group (or other relevant group) will assist the online safety co-
ordinator with:

the production/review/monitoring of the school online safety policy/documents.

the production/review/monitoring of the school filtering policy and requests for
filtering changes.

mapping and reviewing the online safety curricular provision — ensuring relevance,
breadth and progression

monitoring network/internet/incident logs where possible

consulting stakeholders — including parents/carers and the learners about the online
safety provision

monitoring improvement actions identified through use of the 360 degree safe Cymru
self review tool

An online safety group terms of reference template can be found in the appendices

Learners:

are responsible for using the school digital technology systems in accordance with the
learner acceptable use agreement

have a good understanding of research skills and the need to avoid plagiarism and
uphold copyright regulations

need to understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so



e will be expected to know and understand policies on the use of mobile devices and
digital cameras. They should also know and understand policies on the taking/use of
images and on cyber-bullying.

e should understand the importance of adopting good online safety practice when using
digital technologies out of school and realise that the school’s online safety policy
covers their actions out of school, if related to their membership of the school.

Parents and carers

Parents and carers play a crucial role in ensuring that their children understand the need to
use the internet/mobile devices in an appropriate way. The school will take every opportunity
to help parents understand these issues through parents’ evenings, newsletters, letters,
website, Hwb, learning platform and information about national/local online safety
campaigns/literature. Parents and carers will be encouraged to support the school in
promoting good online safety practice and to follow guidelines on the appropriate use of:

o digital and video images taken at school events

e access to parents’ sections of the website, Hwb, learning platform and online learner
records

e their children’s personal devices in the school (where this is allowed)

Community Users

Community users who access school systems/website/Hwb/learning platform as part of the
wider school provision will be expected to sign a community user AUA before being
provided with access to school systems.



Education

Education — learners

Whilst regulation and technical solutions are very important, their use must be balanced by
educating learners to take a responsible approach. The education of learners in online safety
is therefore an essential part of the school’s online safety provision. Learners need the help
and support of the school to recognise and avoid online safety risks and build their resilience.

Online safety should be a focus in all areas of the curriculum and staff should reinforce online
safety messages across the curriculum. The online safety curriculum should be broad,
relevant and provide progression, with opportunities for creative activities and will be
provided in the following ways:

A planned online safety curriculum across a range of subjects, (e.g. ICT/PSE/ /DCF)
and topic areas and should be regularly revisited

Key online safety messages should be reinforced as part of a planned programme of
assemblies and lessons

Learners should be taught in all lessons to be critically aware of the materials/content
they access online and be guided to validate the accuracy of information.

Learners should be taught to acknowledge the source of information used and to respect
copyright when using material accessed on the internet

Learners should be supported in building resilience to radicalisation by providing a safe
environment for debating controversial issues and helping them to understand how they
can influence and participate in decision-making.

Learners should be helped to understand the need for the learner acceptable use
agreement and encouraged to adopt safe and responsible use both within and outside
school

Staff should act as good role models in their use of digital technologies the internet and
mobile devices

In lessons where internet use is pre-planned, it is best practice that learners should be
guided to sites checked as suitable for their use and that processes are in place for dealing
with any unsuitable material that is found in internet searches.

Where learners are allowed to freely search the internet, staff should be vigilant in
monitoring the content of the websites the young people visit.

It is accepted that from time to time, for good educational reasons, students may need to
research topics, (e.g. racism, drugs, discrimination) that would normally result in internet
searches being blocked. In such a situation, staff can request that the technical staff (or
other nominated person) can temporarily remove those sites from the filtered list for the
period of study. Any request to do so, should be auditable, with clear reasons for the need.

Education — parents and carers

Many parents and carers have only a limited understanding of online safety risks and issues,
yet they play an essential role in the education of their children and in the
monitoring/regulation of the children’s online behaviours. Parents may underestimate how



often children and young people come across potentially harmful and inappropriate material
on the internet and may be unsure about how to respond.

The school will therefore seek to provide information and awareness to parents and carers
through:

Curriculum activities

Letters, newsletters and the school website

Parents and carers workshops/sessions

High profile events/campaigns, e.g. Safer Internet Day

Reference to the relevant web sites/publications, e.g. https://hwb.wales.gov.uk/
www.saferinternet.org.uk/ http://www.childnet.com/parents-and-carers

Education — the wider community

The school will provide opportunities for local community groups/members of the
community to gain from the school’s online safety knowledge and experience. This may be
offered through the following:

Providing family learning courses in use of new digital technologies, digital literacy
and online safety

Online safety messages targeted towards grandparents and other relatives as well as
parents.

The school website will provide online safety information for the wider community
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Mobile Technologies Policy

Mobile technology devices may be a school owned/provided or privately owned smartphone,
tablet, notebook / laptop or other technology that usually has the capability of utilising the
school’s wireless network. The device then has access to the wider internet which may
include the school’s learning platform and other cloud based services such as email and data
storage.

The absolute key to considering the use of mobile technologies is that the learners, staff and
wider school community understand that the primary purpose of having their personal device
at school is educational and that this is irrespective of whether the device is school
owned/provided or personally owned. The mobile technologies policy should sit alongside a
range of polices including but not limited to the safeguarding policy, anti-bullying policy,
acceptable use agreement, policies around theft or malicious damage and the behaviour
policy. Teaching about the safe and appropriate use of mobile technologies should be
included in the online safety education programme.

A policy that completely prohibits pupil, staff or visitors from bringing mobile technologies
to the school could be considered to be unreasonable and unrealistic for school to achieve.
For example many parents/carers would also be concerned for health and safety reasons if
their child were not allowed to carry a mobile phone and many staff and visitors use mobile
phones to stay in touch with family. Contractors require mobile technologies for legitimate
business reasons.

Potential Benefits of Mobile Technologies

Research has highlighted the widespread uptake of mobile technologies amongst adults and
children of all ages. Web-based tools and resources have changed the landscape of learning.
Learners now have at their fingertips unlimited access to digital content, resources, experts,
databases and communities of interest. By effectively maximizing the use of such resources,
schools not only have the opportunity to deepen learning, but they can also develop digital
literacy, fluency and citizenship in learners that will prepare them for the high-tech world in
which they will live, learn and work.

Considerations

There are a number of issues and risks to consider when implementing mobile technologies,
these include; security risks in allowing connections to your school network, filtering of
personal devices, breakages and insurance, access to devices for all learners, avoiding
potential classroom distraction, network connection speeds, types of devices, charging
facilities, total cost of ownership

Schools may consider implementing the use of mobile technologies as a means of reducing
expenditure on school provided devices. However, it is important to remember that the
increased network management costs and overheads involved in implementing this properly
are likely to counterbalance or outweigh any savings.

The use of mobile technologies brings both real benefits and challenges for the whole school
community — including teachers - and the only effective way for a school to implement these
successfully is to involve the whole school community from the outset. Before the school



embarks on this path, the risks and benefits must be clearly identified and shared with all
stakeholders.

The school has addressed broadband performance and capacity to ensure that core
educational and administrative activities are not negatively affected by the increase in
the number of connected devices

The school has provided technical solutions for the safe use of mobile technology for
school devices and for personal devices

For all mobile technologies, filtering will be applied to the school internet connection
and attempts to bypass this are not permitted

Where mobile broadband (e.g. 3G and 4G) use is allowed in the school, users are
required to follow the same acceptable use requirements as they would if using school
owned devices.

Mobile technologies must only be used in accordance with the law

Mobile technologies are not permitted to be used in certain areas within the school site
such as changing rooms and toilets.

Learners will be educated in the safe and appropriate use of mobile technologies as part
of the online safety curriculum

The school acceptable use agreements for staff, learners, parents and carers will give
consideration to the use of mobile technologies

The school allows:

School devices

School Devices Personal Devices
School owned | School owned | Authoris . ..
and allocated for use by ed oT/:/Jr?(;:j 03\5?]]: q X\;::}?J
to a single user | multiple users | device®
,Sbélrllg\(/)vled n n/a Yes n/a Yes Yes Yes
Full
network n/a Yes n/a No No No
access
g;]tf; net NO Yes | Yes
No network
access

e All school devices are controlled though the use of mobile device management
(MDM) software

! Authorised device — purchased by the pupil/family through a school-organised scheme. This device may be
given full access to the network as if it were owned by the school
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e Appropriate access control is applied to all mobile devices according to the
requirements of the user (e.g internet only access, network access allowed, shared
folder network access)

e All school devices must be suitably protected via a passcode/password/pin (and
encryption where relevant). Those devices allocated to members of staff must only
be accessed and used by members of staff

e Appropriate exit processes are implemented for devices no longer used at a school
location or by an authorised user.

e The software / apps originally installed by the school must remain on the school
owned device in usable condition and be easily accessible at all times. From time to
time the school may add software applications for use in a particular lesson.

e The school will ensure that school devices contain the necessary apps for school
work. Apps added by the school will remain their property and will not be accessible
to learners on authorised devices once they leave the school roll.

e The school is responsible for keeping devices up to date through software, security
and app updates. The device is virus protected and should not be capable of passing
on infections to the network. Where user intervention or support for this process is
required, this will be made clear to the user

e School devices are provided to support learning. It is expected that if learners bring
their own devices are brought into school that these are kept securely in the school
office.

e The changing of settings (exceptions include personal settings such as font size,
brightness, etc.) that would stop the device working as it was originally set up and
intended is not permitted

e All school devices are subject to routine monitoring

Personal devices

e Staff’s personal devices are brought into the school entirely at the risk of the owner
and the decision to bring the device in to the school lies with the user as does the
liability for any loss or damage resulting from the use of the device in the school

e Staff personal devices should not be used to contact learners or learners families, nor
should they be used to take images of learners

e The school accepts no responsibility or liability in respect of lost, stolen or damaged
devices while at the school or on activities organised or undertaken by the school (the
school recommends insurance is purchased to cover that device whilst out of the
home)

e The school accepts no responsibility for any malfunction of a device due to changes
made to the device while on the school network or whilst resolving any connectivity
issues

e The school recommends that the devices are made easily identifiable and have a
protective case to help secure them as the devices are moved around the school. Pass-
codes or PINs should be set on personal devices to aid security
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The school is not responsible for the day to day maintenance or upkeep of the user’s
personal device such as the charging of any device, the installation of software
updates or the resolution of hardware issues

Personal devices should be charged before being brought to the school as the charging
of personal devices is not permitted during the school day

User behaviour

Users are expected to act responsibly, safely and respectfully in line with current acceptable
use agreements, in addition;

Visitors

The sending of abusive or inappropriate messages or content via mobile phones or
personal devices is forbidden by any member of the community and any breaches
will be dealt with as part of the discipline/behaviour policy

Mobile devices are not to be accessed during teaching times or in teaching areas.
Social media can be viewed only during lunch breaks

Devices may not be used in tests or exams

Devices must be in silent mode on the school site

Learners must only photograph people with their permission and must only take
pictures or videos that are required for a task or activity. All unnecessary images or
videos will be deleted immediately

Staff owned devices should not be used for personal purposes during teaching
sessions, except in emergency situations

Visitors will be provided with information about how, where and when they are permitted to
use mobile technology on the site, in line with local safeguarding arrangements. They will
also be informed about the school policy on taking images.

12



Social Media Policy

Social media (e.g. Facebook, Twitter, LinkedIn) is a broad term for any kind of online
platform which enables people to directly interact with each other. However some games, for
example Minecraft or World of Warcraft and video sharing platforms such as You Tube have
social media elements to them.

The school recognises the numerous benefits and opportunities which a social media presence
offers. Staff, parents and carers and learners are actively encouraged to find creative ways to
use social media. However, there are some risks associated with social media use, especially
around the issues of safeguarding, bullying and personal reputation. This policy aims to
encourage the safe use of social media by the school its staff, parents and carers and learners.

Scope
This policy is subject to the school’s codes of conduct and acceptable use agreements.

This policy:

e applies to all staff and to all online communications which directly or indirectly,
represent the school.

e applies to such online communications posted at any time and from anywhere.

e encourages the safe and responsible use of social media through training and education

e defines the monitoring of public social media activity pertaining to the school

The school respects privacy and understands that staff and learners may use social media
forums in their private lives. However, personal communications likely to have a negative
impact on professional standards and/or the school’s reputation are within the scope of this

policy.
Professional communications are those made through official channels, posted on a school

account or using the school name. All professional communications are within the scope of
this policy.

Personal communications are those made via a personal social media accounts. In all cases,
members of staff are advised not to name or make reference to the school on any personal
social media accounts.

Digital communications with learners are also considered. Staff may use social media to
communicate with learners via a school social media account for teaching and learning
purposes during school time only.

Organisational control

Roles & Responsibilities

e SLT
o facilitating training and guidance on Social Media use.
o developing and implementing the Social Media policy
o taking a lead role in investigating any reported incidents.
o making an initial assessment when an incident is reported and involving

appropriate staff and external agencies as required.
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o receive completed applications for Social Media accounts
o approve account creation

e Administrator / Moderator

o create the account following SLT approval

o store account details, including passwords securely

o be involved in monitoring and contributing to the account

o control the process for managing an account after the lead staff member has left
the school

e Staff

Monitoring

Behaviour

o know the contents of and ensure that any use of social media is carried out in
line with this and other relevant policies

o attending appropriate training

o regularly monitoring, updating and managing content he/she has posted via
school accounts

o are advised not to name or make reference to the school on any personal social
media accounts

School accounts must be monitored regularly and frequently (preferably 7 days a
week, including during holidays). Any comments, queries or complaints made
through those accounts must be responded to within 24 hours (or on the next
working day if received at a weekend) even if the response is only to acknowledge
receipt. Regular monitoring and intervention is essential in case a situation arises
where bullying or any other inappropriate behaviour arises on a school social media
account.

The school requires that all users using social media adhere to the standard of
behaviour as set out in this policy and other relevant policies.

Digital communications by staff must be professional and respectful at all times and
in accordance with this policy. Staff will not use social media to infringe on the
rights and privacy of others or make ill-considered comments or judgments about
staff. School social media accounts must not be used for personal gain. Staff must
ensure that confidentiality is maintained on social media even after they leave the
employment of the school.

Users must declare who they are in social media posts or accounts. Anonymous
posts are discouraged in relation to school activity.

If a journalist makes contact about posts made using social media staff must follow
the school media policy before responding.

Unacceptable conduct, (e.g. defamatory, discriminatory, offensive, harassing
content or a breach of data protection, confidentiality, copyright) will be considered
extremely seriously by the school and will be reported as soon as possible to a
relevant senior member of staff, and escalated where appropriate.

The use of social media by staff while at work may be monitored, in line with school
policies. The school permits reasonable and appropriate access to private social
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media sites during lunch breaks only. Any sites should be viewed only (e.g. no
posts, likes, comments etc) However, where excessive use is suspected, and
considered to be interfering with relevant duties, disciplinary action may be taken.

e The school will take appropriate action in the event of breaches of the social media
policy. Where conduct is found to be unacceptable, the school will deal with the
matter internally. Where conduct is considered illegal, the school will report the
matter to the police and other relevant external agencies, and may take action
according to the disciplinary policy.

Legal considerations

Users of social media should consider the copyright of the content they are sharing and,
where necessary, should seek permission from the copyright holder before sharing.
Users must ensure that their use of social media does not infringe upon relevant data
protection laws, or breach confidentiality.

Handling abuse

Tone

When acting on behalf of the school, handle offensive comments swiftly and with
sensitivity.

If a conversation turns and becomes offensive or unacceptable, school users should
block, report or delete other users or their comments/posts and should inform the
audience exactly why the action was taken

If you feel that you or someone else is subject to abuse by colleagues through use of a
social networking site, then this action must be reported using the agreed school
protocols.

The tone of content published on social media should be appropriate to the audience,
whilst retaining appropriate levels of professional standards. Key words to consider
when composing messages are:

engaging

conversational

informative

friendly

Use of images

School use of images can be assumed to be acceptable, providing the following guidelines
are strictly adhered to.

permission to use any photos or video recordings should be sought in line with the school’s
digital and video images policy. If anyone, for any reason, asks not to be filmed or
photographed then their wishes should be respected

under no circumstances should staff share or upload learner pictures online other than via
school owned social media accounts

When sharing images on social media only first names should be used

staff should exercise their professional judgement about whether an image is appropriate
to share on school social media accounts. Students should be appropriately dressed, not be
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subject to ridicule and must not be on any school list of children whose images must not be
published

e if a member of staff inadvertently takes a compromising picture which could be
misconstrued or misused, they must delete it immediately.

Personal use

Staff

e personal communications are those made via a personal social media accounts. In all
cases, where a personal account is used staff are advised not to name or make reference
to the school

e personal communications which do not refer to or impact upon the school are outside
the scope of this policy

e where excessive personal use of social media in the school is suspected, and considered
to be interfering with relevant duties, disciplinary action may be taken

e The school permits reasonable and appropriate access to private social media sites
during lunch breaks only. Any sites should be viewed only (e.g. no posts, likes,
comments etc) However, where excessive use is suspected, and considered to be
interfering with relevant duties, disciplinary action may be taken.

Pupil/Students

e Staff are not permitted to follow or engage with current or prior learners of the school
on any personal social media network account

e the school’s education programme should enable the learners to be safe and responsible
users of social media

e learners are encouraged to comment or post appropriately about the school. Any
offensive or inappropriate comments will be resolved by the use of the school’s
behaviour policy

Parents/Carers

e |If parents/carers have access to a school learning platform where posting or
commenting is enabled, parents/carers will be informed about acceptable use

e the school has an active parent and carer education programme which supports the safe
and positive use of social media. This includes information on the website

e parents and carers are encouraged to comment or post appropriately about the school.
In the event of any offensive or inappropriate comments being made, the school will
ask the parent/carer to remove the post and invite them to discuss the issues in person.
If necessary, refer parents to the school’s complaints procedures.

Appendix

Managing your personal use of Social Media:
e “nothing” on social media is truly private
e social media can blur the lines between your professional and private life. Don’t use
the school logo and/or branding on personal accounts
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check your settings regularly and test your privacy

keep an eye on your digital footprint

keep your personal information private

regularly review your connections — keep them to those you want to be connected to
when posting online consider; Scale, Audience and Permanency of what you post

if you want to criticise, do it politely

take control of your images — do you want to be tagged in an image? What would
children or parents say about you if they could see your images?

know how to report a problem

Managing school social media accounts

The Do’s

Check with a senior leader before publishing content that may have controversial
implications for the school

make it clear who is posting content

use an appropriate and professional tone

be respectful to all parties

ensure you have permission to ‘share’ other peoples’ materials and acknowledge the
author

express opinions but do so in a balanced and measured manner

think before responding to comments and, when in doubt, get a second opinion

seek advice and report any mistakes using the school’s reporting process

consider turning off tagging people in images where possible

The Don’ts

Don’t make comments, post content or link to materials that will bring the school into
disrepute

don’t publish confidential or commercially sensitive material

don’t breach copyright, data protection or other relevant legislation

consider the appropriateness of content for any audience of school accounts, and don’t
link to, embed or add potentially inappropriate content

don’t post derogatory, defamatory, offensive, harassing or discriminatory content
don’t use social media to air internal grievances

don’t name or make reference to the school on any personal social media

17



Personal data handling policy

Introduction
Schools and their employees should do everything within their power to ensure the safety and
security of any material of a personal or sensitive nature.

It is the responsibility of all members of the school community to take care when handling,
using or transferring personal data that it cannot be accessed by anyone who does not:

e have permission to access that data, and/or
e need to have access to that data.

Data breaches can have serious effects on individuals and/or institutions concerned, can bring
the school into disrepute and may well result in disciplinary action, criminal prosecution and
fines imposed by the Information Commissioners Office for the school and the individuals
involved. Particularly, all transfer of data is subject to risk of loss or contamination.

Anyone who has access to personal data must know, understand and adhere to this policy,
which brings together the legal requirements contained in relevant data protection legislation
and relevant regulations and guidance (where relevant from the local authority).

Policy Statements
The school will hold the minimum personal data necessary to enable it to perform its function
and it will not hold it for longer than necessary for the purposes it was collected for.

Every effort will be made to ensure that data held is accurate, up to date and that inaccuracies
are corrected without unnecessary delay.

All personal data will be fairly obtained in accordance with the “Privacy notice” and lawfully
processed in accordance with the “Conditions for processing”.

Personal Data

The school and individuals will have access to a wide range of personal information and data.
The data may be held in a digital format or on paper records. Personal data is defined as any
combination of data items that identifies an individual and provides specific information
about them, their families or circumstances. This will include:

e Personal information about members of the school community — including learners,
members of staff and parents/carers, e.g., names, addresses, contact details, legal
guardianship contact details, health records, disciplinary records

e Curricular/academic data eg class lists, pupil/student progress records, reports,
references

e Professional records, e.g., employment history, taxation and national insurance records,
appraisal records and references

e Any other information that might be disclosed by parents/carers or by other agencies
working with families or staff members.

Responsibilities
The school’s Senior Information Risk Officer (SIRO)/Data Protection Officer is the School
Office Manager. This person will keep up to date with current legislation and guidance and
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will determine and take responsibility for the school’s information risk policy and risk
assessment.

The Data Protection Officer will manage and address risks to the information and will
understand:

e what information is held, for how long and for what purpose,
e how information has been amended or added to over time, and
e who has access to protected data and why.

Everyone in the school has the responsibility of handling protected or sensitive data in a safe
and secure manner.

Governors are required to comply fully with this policy in the event that they have access to
personal data, when engaged in their role as a governor.

Registration
The school is registered as a Data controller on the Data protection register held by the
Information Commissioner.

Information to parents and carers — the “Privacy Notice”

In order to comply with the fair processing requirements of the DPA, the school will inform
parents and carers of all learners of the data they collect, process and hold on the pupils, the
purposes for which the data is held and the third parties, (e.g., LA, etc.) to whom it may be
passed. This privacy notice will be passed to parents and carers through a specific
letter/communication. Parents/carers of young people who are new to the school will be
provided with the privacy notice through a specific letter/communication.

Training & awareness
All staff will receive data handling awareness/data protection training and will be made
aware of their responsibilities, as described in this policy through:

e induction training for new staff
o staff meetings/briefings/Inset
e day to day support and guidance from Data Protection Officer

Secure storage of and access to data

The school will ensure that ICT systems are set up so that the existence of protected files is
hidden from unauthorised users and that users will be assigned a clearance that will determine
which files are accessible to them. Access to protected data will be controlled according to
the role of the user. Members of staff will not, as a matter of course, be granted access to the
whole management information system.

All users will use strong passwords which must be changed. User passwords must never be
shared.

Personal data may only be accessed on machines that are securely password protected. Any
device that can be used to access data must be locked if left (even for very short periods) and
set to auto lock if not used for five minutes.
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All storage media must be stored in an appropriately secure and safe environment that avoids
physical risk, loss or electronic degradation.

Personal data can only be stored on school equipment (this includes computers and portable
storage media. Private equipment (ie owned by the users) must not be used for the storage of
personal data.

When personal data is stored on any portable computer system, USB stick or any other
removable media:

e the data must be encrypted and password protected,

e the device must be password protected

e the device must offer approved virus and malware checking software and

e the data must be securely deleted from the device, in line with school policy (below)
once it has been transferred or its use is complete.

The school has clear policy and procedures for the use of “Cloud Based Storage Systems”
(for example Office365) and is aware that data held in remote and cloud storage is still
required to be protected in line with the Data Protection Act. The school will ensure that it is
satisfied with controls put in place by remote/cloud based data services providers to protect
the data.

As a Data Controller, the school is responsible for the security of any data passed to a “third
party”. Data Protection clauses will be included in all contracts where data is likely to be
passed to a third party.

All paper based Protected and Restricted (or higher) material must be held in lockable
storage, whether on or off site.

The school recognises that under Section 7 of the DPA, data subjects have a number of rights
in connection with their personal data, the main one being the right of access. Procedures are
in place to deal with Subject access requests, i.e. a written request to see all or a part of the
personal data held by the data controller in connection with the data subject. Data subjects
have the right to know: if the data controller holds personal data about them; a description of
that data; the purpose for which the data is processed; the sources of that data; to whom the
data may be disclosed; and a copy of all the personal data that is held about them. Under
certain circumstances the data subject can also exercise rights in connection with the
rectification; blocking; erasure and destruction of data.

Secure transfer of data and access out of school
The school recognises that personal data may be accessed by users out of school, or
transferred to the LA or other agencies. In these circumstances:

e uUsers may not remove or copy sensitive or restricted or protected personal data from
the school or authorised premises without permission and unless the media is encrypted
and password protected and is transported securely for storage in a secure location

e users must take particular care that computers or removable devices which contain
personal data must not be accessed by other users (eg family members) when out of
school
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e when restricted or protected personal data is required by an authorised user from outside
the organisation’s premises (for example, by a member of staff to work from their
home), they should preferably have secure remote access to the management
information system or learning platform

e if secure remote access is not possible, users must only remove or copy personal or
sensitive data from the organisation or authorised premises if the storage media,
portable or mobile device is encrypted and is transported securely for storage in a secure
location

e Users must protect all portable and mobile devices, including media, used to store and
transmit personal information using approved encryption software; and

e Particular care should be taken if data is taken or transferred to another country,
particularly outside Europe, and advice should be taken from the local authority in this
event.

Disposal of data

The school will comply with the requirements for the safe destruction of personal data when
it is no longer required.

The disposal of personal data, in either paper or electronic form, must be conducted in a way
that makes reconstruction highly unlikely. Electronic files must be securely overwritten, in
accordance with government guidance and other media must be shredded, incinerated or
otherwise disintegrated for data.

A Destruction Log should be kept of all data that is disposed of. The log should include the
document ID, classification, date of destruction, method and authorisation.

Audit logging/reporting/incident handling

It is good practice, as recommended in the “Data Handling Procedures in Government”
document that the activities of data users, in respect of electronically held personal data, will
be logged and these logs will be monitored by responsible individuals (Data Protection
Officer). The audit logs will be kept to provide evidence of accidental or deliberate data
security breaches — including loss of protected data or breaches of an acceptable use policy,
for example.

The school has a policy, in line with the LA policy, for reporting, managing and recovering
from information risk incidents, which establishes:

e a “responsible person” for each incident

e acommunications plan, including escalation procedures

and results in a plan of action for rapid resolution; and

a plan of action of non-recurrence and further awareness raising.

All significant data protection incidents must be reported through the SIRO to the
Information Commissioner’s Office based upon the local incident handling policy and
communication plan.

Use of technologies and protective marking
The following provides a useful guide:
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The information

The technology

Notes on Protect Markings
(Impact Level)

School life and
events

School terms, holidays, training
days, the curriculum, extra-
curricular activities, events,
displays of pupils work,
lunchtime menus, extended
services, parent consultation
events

Common practice is to use
publically accessible
technology such as school
websites or portal, emailed
newsletters, subscription text
services

Most of this information will fall
into the NOT PROTECTIVELY
MARKED (Impact Level 0)
category.

Learning and
achievement

Individual pupil academic,
social and behavioural
achievements, progress with
learning, learning behaviour,
how parents can support their
child’s learning, assessments,
attainment, attendance,
individual and personalised
curriculum and educational
needs.

Typically schools will make
information available by parents
logging on to a system that
provides them with
appropriately secure access,
such as a Learning Platform or
portal, or by communication to
a personal device or email
account belonging to the parent.

Most of this information will fall
into the PROTECT (Impact
Level 2) category.

There may be learners whose
personal data requires a
RESTRICTED marking (Impact
Level 3) or higher. For example,
the home address of a child at
risk. In this case, the school may
decide not to make this pupil
record available in this way.

Messages and
alerts

Attendance, behavioural,
achievement, sickness, school
closure, transport arrangements,
and other information that it
may be important to inform or
contact a parent about as soon
as possible. This may be
particularly important when it is
necessary to contact a parent
concerning information that
may be considered too sensitive
to make available using other
online means.

Email and text messaging are
commonly used by schools to
contact and keep parents
informed.

Where parents are frequently
accessing information online
then systems e.g. Learning
Platforms or portals, might be
used to alert parents to issues
via “dashboards” of
information, or be used to
provide further detail and
context.

Most of this information will fall
into the PROTECT (Impact
Level 1) category. However,
since it is not practical to encrypt
email or text messages to
parents, schools should not send
detailed personally identifiable
information.

General, anonymous alerts about
schools closures or transport
arrangements would fall into the
NOT PROTECTIVELY
MARKED (Impact Level 0)
category.
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Online safety group terms of reference

1. PURPOSE

To provide a consultative group that has wide representation from the school community, with
responsibility for issues regarding online safety and the monitoring the online safety policy including
the impact of initiatives. The group will also be responsible for regular reporting to the full governing
body.

2. MEMBERSHIP
2.1 The online safety group will seek to include representation from all stakeholders.

The composition of the group should include:

e SLT member/s (Kate Ngwenya)

e School clerk (Lindsey Mayley)

e Safeguarding officer (Susan Roche)

e Support staff member/Parent member (Samantha Parry)

e Governor member

e Technical Support (Paul Simms)

o 4 digital leaders from Year 5 and 6 (don’t need to attend every meeting)

2.2 Other people may be invited to attend the meetings at the request of the Chairperson on behalf of
the group to provide advice and assistance where necessary.

2.3 Group members must declare a conflict of interest if any incidents being discussed directly
involve themselves or members of their families.

2.4 Group members must be aware that many issues discussed by this group could be of a sensitive or
confidential nature

2.5 When individual members feel uncomfortable about what is being discussed they should be
allowed to leave the meeting with steps being made by the other members to allow for these
sensitivities

3. CHAIRPERSON
The group should select a suitable chairperson from within the group. Their responsibilities include:

o scheduling meetings and notifying group members;

e inviting other people to attend meetings when required by the group;

e guiding the meeting according to the agenda and time available;

e ensuring all discussion items end with a decision, action or definite outcome;

e making sure that notes are taken at the meetings and that these with any action points are
distributed as necessary

4. DURATION OF MEETINGS
Meetings shall be held once per term. A special or extraordinary meeting may be called when and if
deemed necessary.

5. FUNCTIONS
These are to assist the online safety co-ordinator (or other relevant person) with the following:

o to keep up to date with new developments in the area of online safety
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o to (at least) annually review and develop the online safety policy in line with new technologies
and incidents

e to monitor the delivery and impact of the online safety policy

e to monitor the log of reported online safety incidents (anonymous) to inform future areas of
teaching/learning/training.

e to co-ordinate consultation with the whole school community to ensure stakeholders are up to
date with information, training and/or developments in the area of online safety. This could be
carried out through:

o staff meetings

learner forums (for advice and feedback)

governors meetings

surveys/questionnaires for learners, parents/carers and staff

parents evenings

website/learning platform/newsletters

online safety events

Internet Safety Day (annually held on the second Tuesday in February)

o Half termly e-safety lessons delivered in all classes

e to ensure that monitoring is carried out of Internet sites used across the school (if possible)

e to monitor filtering/change control logs (e.g. requests for blocking/unblocking sites).

e to monitor the safe use of data across the school

e to monitor incidents involving cyberbullying for staff and pupils

O 0O O O O O O

6. AMENDMENTS

The terms of reference shall be reviewed annually from the date of approval. They may be altered to
meet the current needs of all group members, by agreement of the majority

The above Terms of Reference for Garnteg Primary School have been agreed

Signed by (SLT):

Date:

Date for review:

Acknowledgement
This template terms of reference document is based on one provided to schools/colleges by Somerset
County Council
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Online safety group Guidelines

The online safety group provides a consultative group that has wide representation from the school
community, with responsibility for issues regarding online safety and monitoring the online safety
policy including the impact of initiatives. Depending on the size or structure of the school this group
may be part of the safeguarding group. The group will also be responsible for regular reporting to the
Governing Body.

Members of the online safety group (or other relevant group) will assist the ICT co-ordinator (or other
relevant person, as above) with:

the production/review/monitoring of the school online safety policy/documents.

the production/review/monitoring of the school filtering policy (if possible and if the school
chooses to have one) and requests for filtering changes.

mapping and reviewing the online safety curricular provision —ensuring relevance, breadth and
progression

monitoring network/internet/incident logs where possible

consulting stakeholders — including parents/carers and the learners about the online safety
provision

monitoring improvement actions identified through use of the 360 degree safe Cymru self-
review tool

An online safety group terms of reference template can be found in the appendices
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Responding to incidents of misuse — flow chart

Online Safety Incident
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immediate risk] immediate risk)
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child/young
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Mamed Person is responsible for the child’s wellbeing and as such being undertaken
should be informed of anything that placas the child at risk BUT _‘)
safeguarding procedures must be followed where appropriate
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Staff (and volunteer) acceptable use agreement.

This acceptable use agreement is intended to ensure:

that staff and volunteers will be responsible users and stay safe while using the internet and
other communications technologies for educational, personal and recreational use.

that school systems and users are protected from accidental or deliberate misuse that could put
the security of the systems and users at risk.

that staff are protected from potential risk in their use of digital technologies in their everyday
work.

The school will try to ensure that staff and volunteers will have good access to digital technologies to
enhance learning opportunities and will, in return, expect staff and volunteers to agree to be
responsible users.

Acceptable use agreement

I understand that | must use school digital technologies in a responsible way, to ensure that there is no
risk to my safety or to the safety and security of the systems and other users. | recognise the value of
the use of ICT for enhancing learning and will ensure that learners receive opportunities to gain from
the use of digital technologies. | will, where possible, educate the young people in my care in the safe
use of ICT and embed online safety in my work with young people.

For my professional and personal safety:

I understand that the school may monitor my use of the ICT systems, email and other digital
communications.

I understand that the rules set out in this agreement also apply to use of school ICT systems
(e.g. laptops, email, VLE etc.) out of school, and to the transfer of personal data (digital or
paper based) out of school.

I understand that the school digital technology systems are primarily intended for educational
use and that I will only use the systems for personal or recreational use within the policies and
rules set down by the school.

I will not disclose my username or password to anyone else, nor will | try to use any other
person’s username and password. I understand that I should not write down or store a password
where it is possible that someone may steal it.

I will immediately report any illegal, inappropriate or harmful material or incident, | become
aware of, to the appropriate person.

I will be professional in my communications and actions when using school ICT systems:

I will only access, copy, remove or alter any other user’s files, with their express permission.

I will communicate with others in a professional manner, | will not use aggressive or
inappropriate language and | appreciate that others may have different opinions.

I will ensure that when | take and/or publish images of others I will do so with their permission
and in accordance with the school’s policy on the use of digital/video images. I will not use my
personal equipment to record these images. Where these images are published, (e.g. on the
school website/learning platform/Twitter page) it will not be possible to identify by full name,
or other personal information, those who are featured.

I will only use chat and social networking sites in school in accordance with the school policies.
I will only communicate with learners and parents/carers using official school systems. Any
such communication will be professional in tone and manner.
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I will not engage in any online activity that may compromise my professional responsibilities.

The school and the local authority have the responsibility to provide safe and secure access
to technologies and ensure the smooth running of the school :

When | use my mobile devices laptops/mobile phones/USB devices etc) in school, 1 will follow
the rules set out in this agreement, in the same way as if | was using school equipment. I will
also follow any additional rules set by the school about such use. I will ensure that any such
devices are protected by up to date anti-virus software and are free from viruses.

I will only use personal email addresses on the school digital technology systems if absolutely
necessary.

I will not open any hyperlinks in emails or any attachments to emails, unless the source is
known and trusted, or if | have any concerns about the validity of the email (due to the risk of
the attachment containing viruses or other harmful programmes)

I will ensure that my data is regularly backed up, in accordance with relevant school policies.

I will not try to upload, download or access any materials which are illegal (child sexual abuse
images, criminally racist material, extremist material or adult pornography covered by the
Obscene Publications Act) or inappropriate or may cause harm or distress to others. I will not
try to use any programmes or software that might allow me to bypass the filtering/security
systems in place to prevent access to such materials.

I will only make large downloads or uploads that might take up internet capacity and prevent
other users from being able to carry out their work, with permission

I will only install or attempt to install/store programmes on devices or if this is agreed by
leadership team.

I will not disable or cause any damage to school equipment, or the equipment belonging to
others.

I will only transport, hold, disclose or share personal information about myself or others, as
outlined in the school/LA Personal data policy (or other relevant policy). Where digital personal
data is transferred outside the secure local network, it must be encrypted. Paper based protected
and restricted data must be held in lockable storage.

| understand that data protection policy requires that any staff or learner data to which | have
access, will be kept private and confidential, except when it is deemed necessary that | am
required by law or by school policy to disclose such information to an appropriate authority.

I will immediately report any damage or faults involving equipment or software, however this
may have happened.

When using the internet in my professional capacity or for school sanctioned personal use:

I will ensure that | have permission to use the original work of others in my own work
Where work is protected by copyright, I will not download or distribute copies (including music
and videos).

I understand that I am responsible for my actions in and out of the school:

I understand that this acceptable use agreement applies not only to my work and use of school
digital technology equipment in school, but also applies to my use of school systems and
equipment off the premises and my use of personal equipment on the premises or in situations
related to my employment by the school.

I understand that if | fail to comply with this acceptable use agreement, | could be subject to
disciplinary action. This could include a warning, a suspension, referral to Governors and/or
the Local Authority and in the event of illegal activities the involvement of the police.
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I have read and understand the above and agree to use the school digital technology systems (both in
and out of school) and my own devices (in school and when carrying out communications related to

the school) within these guidelines.

Staff/VVolunteer Name:
SIgNed:

D (-
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L_earner acceptable use agreement — for learners in

Foundation Phase
This is how we stay safe when we use computers:

| will ask a teacher or another adult from the school if | want to use the
computers

| will only use activities that a teacher or another adult from the school has told
or allowed me to use.

| will take care of the computer and other equipment

| will ask for help from a teacher or another adult from the school if I am not
sure what to do or if I think | have done something wrong.

| will tell a teacher or another adult from the school if | see something that
upsets me on the screen.

| know that if | break the rules | might not be allowed to use a computer/tablet.
Signed (child):

Signed (parent):

This AUP is based on one produced by St Mark’s Church of England/Methodist Ecumenical VA Primary School, Weston super Mare.
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Learner acceptable use agreement — for learners in KS2

School policy

Digital technologies have become integral to the lives of children and young people, both within and
outside schools. These technologies are powerful tools, which open up new opportunities for
everyone. They can stimulate discussion, promote creativity and stimulate awareness of context to
promote effective learning. Young people should have an entitlement to safer internet access at all

times.

This Acceptable use agreement is intended to ensure:

that learners will be responsible users and stay safe while using the internet and other digital
technologies for educational, personal and recreational use.

that school systems and users are protected from accidental or deliberate misuse that could put
the security of the systems and users at risk.

The school will try to ensure that learners will have good access to digital technologies to enhance
their learning and will, in return, expect the learners to agree to be responsible users.

Acceptable use agreement
I understand that | must use school systems and equipment in a responsible way, to ensure that there is
no risk to my safety or to the safety and security of the systems and other users.

For my own personal safety:

I understand that the school will monitor my use of systems, devices and digital
communications.

I will keep my username and password safe and secure — | will not share it, nor will I try to use
any other person’s username and password. | understand that | should not write down or store
a password where it is possible that someone may steal it

I will be aware of “stranger danger”, when I am communicating online

I will not disclose or share personal information about myself or others when online (this could
include names, addresses, email addresses, telephone numbers, age, gender, educational details,
financial details, etc.)

If | arrange to meet people off-line that | have communicated with online, | will do so in a
public place and take an adult with me

I will immediately report any unpleasant or inappropriate material or messages or anything that
makes me feel uncomfortable when 1 see it online.

| understand that everyone has equal rights to use technology as a resource and:

I understand that the school systems and devices are primarily intended for educational use and
that | will only use them for personal or recreational use if | have permission

I will only download or upload documents or information, if | have permission

I will only use the school systems or devices for online gaming, file sharing, or video
broadcasting (eg YouTube), if | have permission of a member of staff to do so.

I will act as | expect others to act toward me:

I will respect others” work and property and will only access, copy, remove or alter any other
user’s files, with the owner’s knowledge and permission

I will be polite and responsible when | communicate with others, I will not use strong,
aggressive or inappropriate language and | appreciate that others may have different opinions
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I will only take or share images of others with their permission.

I recognise that the school has a responsibility to maintain the security and integrity of the
technology it offers me and to ensure the smooth running of the school:

I understand that | should only use school devices and equipment and | should not bring my
own devices into school. | understand that if | do bring my own device/equipment into school
it should be handed into the school office where it will be kept in a secure place and returned
at the end of the school day.

I understand the risks and will not try to upload, download or access any materials which are
illegal or inappropriate or may cause harm or distress to others, nor will | try to use any
programmes or software that might allow me to bypass the filtering/security systems in place
to prevent access to such materials

I will immediately report any damage or faults involving equipment or software, however this
may have happened

I will only open hyperlinks in emails or attachments to emails, if | know and trust the
person/organisation who sent the email, and have no concerns about the validity of the email
(due to the risk of the attachment containing viruses or other harmful programmes)

I will only install/ store programmes on a school device, if | have permission

I will only use social media sites with permission and at the times that are allowed. | will check
with an adult before | post anything on social media.

When using the internet for research or recreation, | recognise that:

I should ensure that | have permission to use the original work of others in my own work
Where work is protected by copyright, | will not try to download copies (including music and
videos)

When | am using the internet to find information, | should take care to check that the
information that | access is accurate, as | understand that the work of others may not be truthful
and may be a deliberate attempt to mislead me.

| understand that | am responsible for my actions, both in and out of school:

I understand that the school also has the right to take action against me if 1 am involved in
incidents of inappropriate behaviour, that are covered in this agreement, when | am out of
school and where they involve my membership of the school community (e.g. cyber-bullying,
use of images or personal information)

I understand that if | fail to comply with this acceptable use agreement, | will be subject to
disciplinary action. This may include loss of access to the school network/internet, missed
playtimes, contact with parents and in the event of illegal activities, involvement of the police.

Please complete the sections below / on the next page to show that you have read, understood
and agree to the rules included in the acceptable use agreement. If you do not sign and return
this agreement, access will not be granted to school systems and devices.

Learner acceptable use agreement form
This form relates to the learner acceptable use agreement, to which it is attached.

Please complete the sections below to show that you have read, understood and agree to the rules
included in the acceptable use agreement. If you do not sign and return this agreement, access will not
be granted to school systems.
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I have read and understand the above and agree to follow these guidelines when:

e | use the school systems and devices

e | bring my own devices into school, e.g. mobile phones, gaming devices, cameras etc

o | use my own equipment out of the school in a way that is related to me being a member of this
school, e.g. communicating with other members of the school, accessing school email, Hwb,
website, etc.

Name of Learner:

Signed (pupil signature):

Date:

Parent/Carer CouNterSiGNAtUIE: ... ......outreeintereetenenieteneeteeteteeeteeeeneeeaeneanenns
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Parent/carer acceptable use agreement

Digital technologies have become integral to the lives of children and young people, both within
schools and outside school. These technologies provide powerful tools, which open up new
opportunities for everyone. They can stimulate discussion, promote creativity and stimulate awareness
of context to promote effective learning. Young people should have an entitlement to safe internet
access at all times.

This Acceptable Use Policy is intended to ensure:
o that young people will be responsible users and stay safe while using the internet and other
digital technologies for educational, personal and recreational use.
o that school systems and users are protected from accidental or deliberate misuse that could put
the security of the systems and users at risk.
e that parents and carers are aware of the importance of online safety and are involved in the
education and guidance of young people with regard to their online behaviour.

The school will try to ensure that learners will have good access to digital technologies to enhance
their learning and will, in return, expect the learners to agree to be responsible users. A copy of the
Learner Acceptable use agreement is attached to this permission form, so that parents/carers will be
aware of the school expectations of the young people in their care.

Parents are requested to sign the permission form below to show their support of the school in this
important aspect of the school’s work.

Permission Form

Parent/Carers Name: Learner’s Name

As the parent/carer of the above learner(s), | give permission for my son/daughter to have access to
the internet and to digital technology systems at school.

Either: (KS2)

I know that my son/daughter has signed an acceptable use agreement and has received, or will
receive, online safety education to help them understand the importance of safe use of technology and
the internet — both in and out of school.

Or: (Foundation Phase)

I understand that the school has discussed the acceptable use agreement with my son/daughter and
that they have received, or will receive, online safety education to help them understand the
importance of safe use of technology and the internet — both in and out of school.

I understand that the school will take every reasonable precaution, including applying monitoring and
filtering systems, to ensure that young people will be safe when they use the internet and digital
technology systems. | also understand that the school cannot ultimately be held responsible for the
nature and content of materials accessed on the internet and using mobile technologies.

[ understand that my son’s/daughter’s activity on the digital technology systems will be monitored
and that the school will contact me if they have concerns about any possible breaches of the
acceptable use agreement.

I will encourage my child to adopt safe use of the internet and digital technologies at home and will
inform the school if | have concerns over my child’s online safety.
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Use of Digital/Video Images

The use of digital/video images plays an important part in learning activities. Learners and members
of staff may use digital cameras/iPads to record evidence of activities in lessons and out of school.
These images may then be used in presentations in subsequent lessons.

Images may also be used to celebrate success through their publication in newsletters, on the school
website and occasionally in the public media,

The school will comply with the Data Protection Act and request parents/carers permission before
taking images of members of the school. We will also ensure that when images are published that the
young people cannot be identified by the use of their full names.

In accordance with guidance from the Information Commissioner’s Office, parents/carers are
welcome to take videos and digital images of their own children at school events for their own
personal use (as such use is not covered by the Data Protection Act). To respect everyone's’ privacy
and in some cases protection, these images should not be published/made publicly available on
social networking sites, nor should parents/carers comment on any activities involving other
learners in the digital/video images.

Parents/carers are requested to sign the permission form below to allow the school to take and use
images of their children and for the parents/carers to agree.

Digital/Video Images Permission Form

Parent/Carers Name:

Learners Names:

As the parent/carer of the above learner(s), | agree to the school taking and using

digital/video images of my child/children. I understand that the images will only Yes/No
be used to support learning activities or in publicity that reasonably celebrates

success and promotes the work of the school.

I agree that if | take digital or video images at, or of, — school events which
include images of children, other than my own, | will abide by these guidelines in
my use of these images.

Yes/No
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Acceptable use agreement for community users

This acceptable use agreement is intended to ensure:

that community users of school digital technologies will be responsible users and stay safe
while using these systems and devices.

that school systems, devices and users are protected from accidental or deliberate misuse that
could put the security of the systems and users at risk.

that users are protected from potential risk in their use of these systems and devices.

Acceptable use agreement

I understand that | must use school systems and devices in a responsible way, to ensure that there is
no risk to my safety or to the safety and security of the systems, devices and other users. This
agreement will also apply to any personal devices that | bring into the school

I understand that my use of school systems and devices and digital communications will be
monitored

I will not use a personal device that | have brought into school for any activity that would be
inappropriate in a school setting.

I will not try to upload, download or access any materials which are illegal (child sexual abuse
images, criminally racist material, extremist material, adult pornography covered by the
Obscene Publications Act) or inappropriate or may cause harm or distress to others. | will not
try to use any programmes or software that might allow me to bypass the filtering/security
systems in place to prevent access to such materials.

I will immediately report any illegal, inappropriate or harmful material or incident, | become
aware of, to the appropriate person.

I will not access, copy, remove or otherwise alter any other user’s files, without permission.

I will ensure that if | take and/or publish images of others | will only do so with their permission.
I will not use my personal equipment to record these images, without permission. If images are
published it will not be possible to identify by name, or other personal information, those who
are featured.

I will not publish or share any information | have obtained whilst in the school on any personal
website, social networking site or through any other means, unless | have permission from the
school.

I will not, without permission, make large downloads or uploads that might take up internet
capacity and prevent other users from being able to carry out their work.

I will not install or attempt to install programmes of any type on a school device, nor will | try
to alter computer settings, unless | have permission to do so.

I will not disable or cause any damage to school equipment, or the equipment belonging to
others.

I will immediately report any damage or faults involving equipment or software, however this
may have happened.

I will ensure that | have permission to use the original work of others in my own work

Where work is protected by copyright, | will not download or distribute copies (including music
and videos).

I understand that if | fail to comply with this Acceptable Use Agreement, the school has the
right to remove my access to school systems/devices
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I have read and understand the above and agree to use the school digital technology systems (both in
and out of school) and my own devices (in school and when carrying out communications related to
the school) within these guidelines.

Equal Opportunities

Garnteg Primary School is committed to equality, including racial equality, for all members
of the school community. The school promotes a positive and proactive approach to valuing
and respecting diversity, and will not tolerate racial harassment of any kind.

Ratified by the Governing body on: 11.02.15

Chair: Mr K Gauntlett

Policy Review Date: 23" May 2018

This policy was updated and taken to the Governing Body on 23.05.18 and will
be reviewed again May 2019
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